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What is uLoad?
In a word...In a word...

The Linux Standard Build, or uLoad, is an institutionally supported The Linux Standard Build, or uLoad, is an institutionally supported 

standard configuration for the Linux desktop / workstation. Its security standard configuration for the Linux desktop / workstation. Its security 

configuration is based on the Center for Internet Security (CIS) for National configuration is based on the Center for Internet Security (CIS) for National 

Institute of Standards and Technology (NIST) compliance. It also complies Institute of Standards and Technology (NIST) compliance. It also complies 

with LLNL security policies and Certification and Accreditation with LLNL security policies and Certification and Accreditation 

requirements.requirements.

It will be used as an OS option when purchasing a standard desktop / It will be used as an OS option when purchasing a standard desktop / 

notebook hardware. The uLoad integrates with LLNL institutional services notebook hardware. The uLoad integrates with LLNL institutional services 

such as:such as:

  Active Directory for authentication, authorization, and policy deploymentActive Directory for authentication, authorization, and policy deployment
  Red Hat Network for patching, SW package deployment, and inventoryRed Hat Network for patching, SW package deployment, and inventory
  LANDesk for inventory and Certification and Accreditation (C&A).LANDesk for inventory and Certification and Accreditation (C&A).
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What is uLoad?

 Red Hat Enterprise Linux 4 – Work StationRed Hat Enterprise Linux 4 – Work Station

 Plus some Plus some extraextra packages packages

 NIST/CIS/LLNL Fortification & ScanningNIST/CIS/LLNL Fortification & Scanning
 National Institute of Standards and TechnologyNational Institute of Standards and Technology
 Center for Internet SecurityCenter for Internet Security

Integration with Institutional ToolsIntegration with Institutional Tools
Red Hat Network (RHN) - patching, SW distributionRed Hat Network (RHN) - patching, SW distribution
Active Directory - authentication, authorization, policiesActive Directory - authentication, authorization, policies
LANDesk – Inventory, CnA scanning and reportingLANDesk – Inventory, CnA scanning and reporting
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How does uLoad work?

  

 Network based installationNetwork based installation

   KickstartKickstart
Easily maintained through web interfaceEasily maintained through web interface
Custom profiles possibleCustom profiles possible
RHN Satellite servers at LLNLRHN Satellite servers at LLNL
RHN Satellite Proxies support multiple networksRHN Satellite Proxies support multiple networks

   Launch install from various mediaLaunch install from various media
DVD/CD/USB currentlyDVD/CD/USB currently
Working with vendors to offer through EOSWorking with vendors to offer through EOS
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Components

Kickstart ServerKickstart Server

 Kickstart from RHN Satellite Servers @ LLNLKickstart from RHN Satellite Servers @ LLNL

 Web-form based kickstart creationWeb-form based kickstart creation

 No need to build the Software tree, just select from No need to build the Software tree, just select from 
supported channels.supported channels.

 Handles GPG Keys, SSL certs, and initial configurationHandles GPG Keys, SSL certs, and initial configuration

 %post is where the magic happens%post is where the magic happens
 We try to package We try to package everythingeverything
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Components

Boot mediaBoot media

 Custom boot DVD/CDCustom boot DVD/CD

 Networked based http kickstartNetworked based http kickstart
 NOT DHCP (not available at LLNL)NOT DHCP (not available at LLNL)

 Multiple Profiles (RHEL4/5, package selection, arch)Multiple Profiles (RHEL4/5, package selection, arch)

 Helps with install but is not necessaryHelps with install but is not necessary
 Any RH Install disk should work Any RH Install disk should work 

 Working with our HW resellers to install on supported Working with our HW resellers to install on supported 
systems for our Electronic Order Systemsystems for our Electronic Order System
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Components

Installation ProcessInstallation Process

  After launch from DVD, only prompted once during processAfter launch from DVD, only prompted once during process
 disk partitioningdisk partitioning

 defaults to flexible partitioning scheme, LVMdefaults to flexible partitioning scheme, LVM

  Thirty minute installThirty minute install
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Components

Post installation Post installation 

FirstbootFirstboot
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Components

LLNL-FORTIFYLLNL-FORTIFY

  Based on Center for Internet Security v.1.0.3Based on Center for Internet Security v.1.0.3

 “ “fortified” after package installs during %post section of kickstartfortified” after package installs during %post section of kickstart

  LLNL-wrapped scanLLNL-wrapped scan

  Can be run silently (cron, etc)Can be run silently (cron, etc)
 Management console for interactive useManagement console for interactive use

  Full documentation available upon request.Full documentation available upon request.
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Components
LLNL-FORTIFY

                                                            ------------------

                                                            FunctionsFunctions

                                                            ------------------

  option                             option                (v1.0.2-4)option                             option                (v1.0.2-4)

  ------ ---- Scanning ----------    ------ ---- Restoration ------- ------ ---- Scanning ----------    ------ ---- Restoration ------- 

      ss   normal System Scan            pr   Prepare Restoress   normal System Scan            pr   Prepare Restore

      ds   Deep System Scan              sr   Show Restore ds   Deep System Scan              sr   Show Restore 

      rs   Result of last Scan           dr   Do Restore (pr first)rs   Result of last Scan           dr   Do Restore (pr first)

  ------ ---- Fortification -----    ------ ---- Cleaning ---------------- ---- Fortification -----    ------ ---- Cleaning ----------

      df   Dry-run make Fortified        pc   Prepare Cleaning (purge)df   Dry-run make Fortified        pc   Prepare Cleaning (purge)

      mf   Make Fortified                sc   Show Cleaningmf   Make Fortified                sc   Show Cleaning

      sf   Show Fortification log        dc   Do Cleaning (pc first)sf   Show Fortification log        dc   Do Cleaning (pc first)

  -----  ------------- Miscellaneous ------ -----------------------------  ------------- Miscellaneous ------ ------------------------

      vm   toggle Verbose Menu           on   Operational Notesvm   toggle Verbose Menu           on   Operational Notes

        q   Quit.q   Quit.

    FORTIFIED on Thu Mar 29 18:08:25 PDT 2007FORTIFIED on Thu Mar 29 18:08:25 PDT 2007

    --------- --------- 

  -->-->

UCRL-PRES-231384UCRL-PRES-231384



+standard package set+standard package set

NIST/CIS/LLNL Hardening and ScanningNIST/CIS/LLNL Hardening and Scanning

Linux Standard BuildLinux Standard Build

Integration with institutional toolsIntegration with institutional tools

Red-Hat-Network@LLNLRed-Hat-Network@LLNL Active DirectoryActive Directory

LANDeskLANDesk CMDBCMDB

The result...

RHEL4-WSRHEL4-WS
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futures...

   LLNL-FORTIFY scanning result upload to central reporting databaseLLNL-FORTIFY scanning result upload to central reporting database
   optional automatic hardening optional automatic hardening 

   LLNL PKI integrationLLNL PKI integration

   RHEL5 supportRHEL5 support

   Departmental build customizations (possibly)Departmental build customizations (possibly)
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